DIVOC

Digital Infrastructure for Vaccination Open Credentialing

Pronounced \ di-vok \



VOC
SHARED VISION

Enable countries to digitally orchestrate
large scale vaccination and certification programs
using open source digital infrastructure as a public good.



Large scale vaccination needs

multiple systems interplaying seamlessly

and orchestrated digitally

o

VACCINE
TESTING, APPROVALS,
SUPPLY MANAGEMENT

TRAINING,
CERTIFICATION
FIELD SUPPORT

ROLLOUT, MONITORING
VACCINATION, FEEDBACK,
CERTIFICATE ISSUANCE

DIVOC




DIVOC

WE EXPECT 3 PHASES
vaccine vaccine vaccine
shortage adequate surplus
e e — p —

.
. . .
-----
----------------
........................

Infrastructure should seamlessly allow these transitions



vVOC

COUNTRIES NEED

An approach that works at scale (10 million vaccinations/day) and scales what works (select
the right vaccines based on their efficacy , safety, etc)

An elastic system (from 10,000 vaccinations a day to 10 million a day)

Digital first design

A system which is agile and responsive

Real time observability is key (vaccines efficacy, supply issues, rollout, monitoring)
A well designed infrastructure (scale, orchestrate, monitor, evolve)

Ability to expand and manage new vaccination facilities and trained personnel



vVOC

DIVOC

is a flexible & extendable software ---- use across multiple programs, contexts, geographies
that helps countries to digitally orchestrate - facilities, programs, vaccines across regions

large scale vaccination & certification - digital certificate issuance, access, and management
using open source digital public goods - built in India for the world as a digital public good

that is standards driven, scalable, & secure - built for population scale using global standards



vVOC
DIVOC'S ROLE IN COUNTRY ROLL OUT

WHAT DO COUNTRIES HAVE AND WHAT MORE IS NEEDED?*

Vaccine approval Capacity building

Vaccine supply chain

|
|
. T
; Digital Certification
|

management I

Field support

Orchestration

Registries

DIVOC COMPONENTS

User/Role

Structured Feedback t Mgmt.

Configurable

Certificate Management | Registration & Appointmen

Digital credentialing Self/Onsite Registration

Expert driven Travel authorization

———————p
———————p
———————p

Appointments

*Countries need underlying IT infrastructure to support the vaccination roll out



Guiding Principles

Versatile

Allows for plug & play
Trustworthy
Citizen-centric approach

vVOC

Architecture Principles

* Micro-services & API based
* Interoperable

* Scalable

* Flexible & Configurable

* Observable

* Resilient

* Privacy & Security by design
* Open Standards

* Trustable

* Internationalizable



vVOC

ORCHESTRATION MODULE



voC
Establishing the Registries for the Vaccination Program

PROGRAM VACCINE FACILITY VACCINATOR
REGISTRY | REGISTRY | REGISTRY ) REGISTRY
Vaccination programs Approved vaccines Approved facilities Trained vaccinators
Active status Active status Location Active status
Allowed vaccines Vaccination schedule Active status Training certificate
Start and End dates Batch deny list Vaccination daily rate Associated facilities
Certificate templates Max retail price Total supply Rating & Feedback
Vaccination method Rating & Feedback
Age/Gender/Geo filter Maximum

vaccination stations
10



Training, field support
- and mentoring,
s’ vaccinator certification
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A platform to orchestrate the complexity within an ecosystem of diverse players
to administer a vaccine program across the country successfully.
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certificates

DIVOC

Population Pool

Active Cases

Disabilitie

Senior
Citizens

Front Line

Workers

Foreign
Children

Nationals

' Vaccinated

Population

I
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DIVOC

HANDLING MULTIPLE DOSES AND REMINDERS

Approved vaccines
Active Status
Vaccination schedule
Batch deny list

Max retail price

Age/Geo/Gender Filter
Rule if any (in future)

Vaccination Method

-~

~

Configureoneor

moredoses andthe

schedule fordoses

pervaccine

hY
~
.

Initialdoses uses

separate certificate

template withschedule
drivenvalidity Provisionalcertificate
with limited validity
e Ll P -Send reminder to until fir'wa'ldose is
, citizen viaSMS, administered
WhatsApp,Email
using theavailable . _ _ . =
contactmode S--p
A . =
N .
AR s
So _—— -
Citizens can also scan the QR
N codein certificate to see
S~ validityandset reminderin
TS theirpreferred
~ calendar/reminderapp
Finaldoseuses a )

separate certificate ==
template with vaccine
effectiveness period to Finalcertificate with

calculate the validity longervaliditybased on

vaccine configurationin
registry
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USER JOURNEY: Admin - Management Portal (1/2)

Vaccinator Facility
Registry

Pre-
Enrolments

Registry

Login using
o oTP

Facility Admin

Login using

|.I
Facility Admin

Login using
® “orp

System Admin /
Facility Admin

oTP s
—_— »=C

Open & Submit Create

Facility Form (M anual)

Click on Facilities

Form Validation

Tab /Failure Present
Error/Verification
Message
_ Success ili
Upload Facility Data = II\:AaC]lgty
(Bulk) aster
. Activate/Deactivate facilities with filters
[Govt/Private/Both]
Adjust rate of facilities
Open & Submit Add
] Vaccinator Form (Manual)
C.“Ck i —p Form Validation
Vaccinator Tab
. Present
—(Failure . Error/Verification
Message -
Upload Vaccinator Success » Vaccinator
Data (Bulk) Ly
Activate/Deactivate Vaccinator with filters
View List
Open and Submit Enrol
. Citizen form (Manual) Form Validation Govt funded
Click on ] vaccination
Enrolment Tab /Failure Present
-] % Erro'a/glsesr;f;ceation Recipient
verification @
Upload Pre > PrEiI;Zian:rl‘lsed — > 4
Enrolment Data Success
(Bulk) View List

Remove/Reschedule Pre-Enrolled Citizen

VOC



USER JOURNEY: Admin - Management Portal (1/2)

Vaccine Program

Vaccine Registry

!

Form Verification  v3lidation

Login using Click on Vaccine :
o Open & Submit Form
OTP il Programs Tab (Manual) Error
—_— - —p >
_ Success . Program
" Master
System Admin
. Yiew Icﬁlt of ) ' - Activate/Deactivate
egistered Vaccine Program
Programs . ¢
Edit Program
® Login using Click on Vaccine . Open & Submit Form Form Verification  validation
2t = Tab = (Manual) Error
P - >
== | SILEEES p Vaccine
Master

System Admin

View List of ' - Activate/Deactivate Vaccine
Registered Vaccine

Edit Vaccine Details

VOC



vVOC

REGISTRATION & APPOINTMENT MODULE

15



Self-Registration & Appointment Scheduling

Provision to enable self-registration and appointment

scheduling by citizens for the country’s vaccination drive.

Features included are:

Selection of vaccination program(s)

Conduct eligibility check (program-based)

Provision to register up to 4 members, using one
Mobile number

Provision for selecting health facilities using
Pin/ZipCode

Provision for viewing available facility slots and
scheduling appointment(s)

Provision to delete appointment(s)

VOC =

Successfully registered for Covid 19

Beneficiary Name: Anima

Enrolment details will be sent to
grEERERREREs@gmail.com and FEEEEE 891

On day of vaccination, please carry same ID proof used for registration

vocC

Successfully booked appointment for Covid 19 program

Enrolment number: 9643533891-39

Booking details will be sent to registered mobile number and email

Please carry ID proof used for registration when you go to facility for vaccination.

vVOC
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USER JOURNEY: DIVOC - Registration & Appointment Module

. Login using

__otP__

Beneficiary

LOGIN PAGE

(Up to 4
members
can be
added)

Self Registration

Eligible
beneficiaries

Successfulregistration

Eligibility check

BeneficiaryDetails

VoC

Successfully registered for Covid 19

Beneficiary Name: Anima

Appointment booking

Delete
Appointment

20

.

Successful booked
appointment

AppointmentBooking
(Select facility, date and
time slot)



vVOC

CERTIFICATE MANAGEMENT MODULE
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VACCINATION CERTIFICATE

e Conforming to WHO-DDCC/IHR guidelines* based on
W3C verifiable credential* specifications

e Aligns with FHIR data model

e Authenticity verifiable via digitally signed QR code

e Available digitally on smartphone with QR code

e Printable for non-smartphone users

e Multilingual templates (for data and layout)

e Ability for users to download/print after vaccination either
at facility or from home in self/assisted modes

e Integrable to health Lockers and certificate lockers

e Easy integration with immunization e-registry

IHR guideline, page 53: https://www.who.int/ihr/publications/9789241596664/en/

vVOC

opdo)
= Fioiar
02

Vaccination Certificate
Certificate ID : DI45SSRi0233  Issue Date: 23 Dec 2021

Recipient’s details:
Name: First Last Gender: xxxx
ID Type:ID Number Age : XX

Centre of Vaccination:
Hospital Name, Location

Vaccine Code and Name

Date of Vaccination: Valid until:

23 Dec 2021 23 Dec 2022
FoSPTR: M‘\»_«:’V—_«:“f,j

Facility Seal: Operator Signature:

19


https://www.who.int/ihr/publications/9789241596664/en/

ENERGIZED VACCINATION CERTIFICATE

ONLINE
VERIFICATION

FEEDBACK
PORTAL

EI:I-'

MACHINE READABLE
PRINTABLE .
DIGITALLY VERIFIABLE R INFORMATION
MULTILINGUAL
PRIVACY PROTECTING
— EXTENSIBLE

PORTAL

DIVOC

Online & Offline verification
Manage revocations
Access taxonomy

Access reference app

Single click access to
feedback portal

Get real time feedback
Access to download
Get reminders

Single click access to
information portal

Fight fake news and
information asymmetry
Dynamic information update
Awareness and courses

20



ONCE THE CERTIFICATE IS ISSUED, MULTI-CHANNEL DISTRIBUTION AND PRINT
SCHEMES SHOULD WORK TO ENSURE COUNTRIES AND USERS HAVE A CHOICE

AR o Print

Signed Secure PERRA »  SMS/ Audio

JSON QR Code

o)
ST,
b ;

S e > Digital Locker

Lihe PR »>  Smartphone
RED ) R San
RIS Distribution via one or

> Email / IM

Decentralized more channels for
generation of e, inclusive population
certificates S T > Download scale access
e > Blockchain
. _}l _____________

vVOC
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USER JOURNEY : Certificate M odule

Certificate

®  Loginusi
s input

Facility S taff LOGIN PAGE

CERTIFICATEDETAILS

Successful
verification

Unsuccessful
verification

CERTIFICATEINVALID ¢——

CERTIFICATEINPUT

—3» DIVOC Orchestration module

CERTIFICATEGENERATION

. » APl callfrom parallel app

L 5 CSV upload >
| 5 Form entry LOGIN PAGE
Payment confirmation
(Govt funded/Self financed)
3rdparty Facility
application/user Staff/Recipient
Login
Scan QR
code _ B

DOWNLOAD CERTIFICATE

VERIFY CERTIFICATE Print/S tore (Repository)

ANALYTICS DASHBOARD

22



vVOC

FEEDBACK MODULE

23



DIVOC
Citizen Feedback Mechanism

Structured feedback
« Configurable and expert driven

Various types

« Facility rating & feedback

« Vaccinator rating & feedback

« Vaccination response feedback

Multi channel/lingual

» Public portal, inbound SMS, IVR,
WhatsApp, other apps via API

« Multiple languages

Self service and assisted modes

Can be integrated with AEFI systems and processes



VoC
USER JOURNEY : Feedback M odule

[

VACCINATION VACCINATION — OTP based verification
RECIPIENT FACILITY VACCINATION CERTIFICATION

N

FEEDBACIl( PORTAL

v v

ﬁ 2
Facility feedback Vaccinator feedback Vaccination response
feedback (AEFI)

—> Scan QR code

—> Portal Login with
certificate ID

25



SYSTEM DETAILS
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HIGH LEVEL ARCHITECTURE

VOC

........................................................................................

Vaccination App
(deployed on the field)

Management Portal

Public Portal

‘\‘L/‘

API Gateway
Feedback Certificate Vaccination Analytics
Module Module Module Module
Facility Operator Program & System Admin
Registry Registry Medicine Registry Module

Shared Services (authentication, communication, security, auditing, etc.)

DIVOC Infrastructure

Consumer Apps
(Digilocker, PHR, ...)

ID & Payment Systems
(Mobile, Email, Aadhaar, ...)
(Card/Wallet/UPI/APB/ ...)

Capacity Building
(Operator and Admin
Training, certification, ...)

Vaccine Logistics
(Procurement, supply,
inventory, tracking, ...)

Indicative external systems
integratable with DIVOC

27



SYSTEM DETAILS

360" Overview
Monitor
e ‘ . s - oy
H 'mr, . M'_M-N '1-::'-
Building H
T e sevenmeeed Web app
: ] .
.................................. e e LR e T ST Ry
;
Create Enable Manage Program Manage Inflow Vaccinate
.............. - Ry S
Mobile Interface Mobile Interface
Webapp Y Webapp ' Webapp ' P Payment : ¢
° : : : : Systems
Program Setup Program Execution

DIVOC

e
i Monitor Post
S NI Lol soviisnsesanssasnsosssensonn
i Effects
Recesescesensreset
Issue Certifi [ d Certifi
s Webapp o Webapp

28



SYSTEM COMPONENTS

REGISTRY INTERFACE

Regis try control parameters

e  Facilityvaccination rate
Facilityenablements
Healthworker
authorisation

Interacting with the DIVOC platformin 3 ways -

Using DIVOC Front-
end interface

Individuals /
Institutions orFacilities
can use the web
applicationto add
relevant details about
the vaccine,vaccine
administratorand the
participating facility.

Using Exis ting
Registries

Seamless integration
can be achieved using

the DIVOC’s open APIs.

VOC

Backend uploads
by System Admin

Data from M S Excel

can beused forbulk-
upload of information
into the registry.

29



SYSTEM COMPONENTS

REGISTRY INTERFACE

VOC

Facilities Vaccinators Vaccine Programs

Records in the DIVOC Facility Registry

All Facilities

FACILITY ID FACILITY NAME STATE
BLR12 Bengaluru Hospital Karnataka
DELO16 Awesome Hospital Delhi
BLR99 Bengaluru Hospital Karnataka
BLR9 Bengaluru Hospital Karnataka
MAA2341 Madras TN
BLR13 Bengaluru Hospital Karnataka
DELO16 Awesome Hospital Delhi
DEL013 Awesome Hospital Delhi
DELO16 Awesome Hospital Delhi
DEL013 Awesome Hospital Delhi

Rows per page: 10 ~

Vaccines

UPLOADED ON

1-100f 10

Pre-Enroliment

Uploads History

FILE NAME
facilities_template.csv
facilities.csv
facilities.csv
facilities.csv
facilities.csv
facilities.csv
facilities.csv
facilities.csv
facilities.csv

MyFacilities.csv

DATE

05-Feb-2021

05-Feb-2021

04-Feb-2021

04-Feb-2021

04-Feb-2021

04-Feb-2021

04-Feb-2021

04-Feb-2021

04-Feb-2021

03-Feb-2021

TIME

23:48
16:05
22:47
22:44
20:34
20:22
20:21
20:20
19:08

22:46

Rows per page:

10 ~

SUCCESS

1-10 of 30

ERRORS

VOC

30



SYSTEM COMPONENTS vocC

PROGRAM SETUP

Part1 Facilities Vaccinators Vaccine Programs Vaccines Pre-Enroliment

VaccinationProgram Setup —

* Approved vaccines &medicines
* Vaccination s chedule

+ Vaccination M ethod Register New Vaccine List of Registered Vaccine Programs
* Program Description

* Start&End dates Program

* Effective until c19 sars-1

* Price e e < e
& o

Vaccination program setup can be done by the Ministry of Health &Welfare Proaram Description®
using the DIVOC frontend interface :

Part2

Execution Plan S etup

* Enabling approvedfacilities

* Enabling approved administrators

* Enabling zones forprogram deployment
* Vaccine stockallocations

Execution plan setup can bedone by the Central /State /District health officials

31



SYSTEM COMPONENTS

PROGRAM EXECUTION

Part1
Facility Admin M odule

* Add /authenticate vaccinators

* Manage and trackall on-going vaccination programs at the facility

* Print digital receipts/certificates

* Communication interface with the central/s tate/dis trict health
offices

* Generate reportsforinternal audits and analytics

This web-application is used by the facility manager to
manage and track the overall program at that facility.

Part2
Facility Vaccination M odule

* Authenticate the inflow of recipients
* Manage the daily vaccination workloads
* Verify recipient and create digital certificates

This will be used by the health worker while administering the vaccine.

Manage Program

Used by the facility admin for
managing the program atthe facility

Manage Inflow

Used by the facility staff to add recipient
details / authenticate preenrolled list of
recipients

Vaccinate

Used by the vaccinators (Doctors/Nurses) to
authenticate andissue digital certificates

Issue Certificates

Used by the facility staff to print
receipts/certificates post vaccination

Web app *--

< --

1

1
Mobile -
Interface - — —

1

1
Mobile -
Interface — — _p

Web app

VOC

Registries
Vaccination program
Vaccinator details

Preenrolmentlist

ID verification s ys tem

ID verification s ys tem

Digital Certificates

Digital Certificates

32



SYSTEM COMPONENTS Divoc

PROGRAM EXECUTION

LOGOUT

DIVOC:

Manage Program

Facilities Vaccinators Vaccine Programs Vaccines Pre-Enrollment
Used by the facility
admin for managing
the program at the
facility
Reg| ster New Vaccine List of Registered Vaccine Programs
Program
Program Name* c19 £ C-19 sars-1 c-19
PROGRAM PROGRAM
More Details -> More Details ->

Program Description*

Program Logo

Vaccine




SYSTEM COMPONENTS DIvocC

VACCINATION FLOW

& Verify Recipient & Enroll Recipient & Enroll Recipient

C-19

Manage Inflow = I Nomer

PROGRAM

Used by the facility . Anima Pl lect mode of "
staff to add recipient Enter Mobile Number & Pre e G ease select mode of paymen
elel enaer’
details / authenticate ) Enrolment Code
) Actions Female v

pre-enrolled list of
recipients N 0. -

U 3] +91- Nationality*

M E%P 91-XXOPOKHXX ationalty -

E_\J U - Indian v a2 = 3
Verify Enroll Recipient - overnment ches i
Recipient Recipient Queue XXXXX Date of Birth ¢ ' ot
12-01-1995
Enrollments Today
Email*
0/0 Recipients Enrolled anima rowat@iney com
Please Note: You are reaching the daily enrolment limit. S Mobile No.*
9643583821 -
A < 3
- 4 »
4 »

* Only payment mode is
captured. The actual
payment transactions
would happen on the
prevalent digital payment
systems presentin a
country.
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SYSTEM COMPONENTS 'VocC

VACCINATION FLOW

&~ Recipient Queue & Confirm Vaccinator and Batch & Confirm Vaccinator and Batch
" N B
No Name Status o
Nayan A
1 Anima
Female, 1995-01-12 .
Vaccinate Krishna Reddy

Enter Batch ID
Used by the Vaidya Acharya

vaccinators
(Doctors/Nurses) to Narayan Reddy 12345

authenticate and issue
digital certificates Test User — |

sagar

Narayan Reddy

4 >
NEXT -
‘ ‘ - ] »
4 13
-
<4 »
-
J ’ AN . o, =
Recipient Waiting Certificate Issued Lnd ) Gy 4}0
v Home Language Queue Programs Logout

35



SYSTEM COMPONENTS Divoc

REAL TIME DASHBOARDS USING ANONYMIZED TELEMETRY

® = T e

Dashboards - Queries ' Alerts

Vaccine Certificate Dashboard * “Refresh ~ u
Total certificates — Overall Today - Certificate By Time Certificates — Today CertificateAccessed ~ DigiLocker — Today
868 6
1,002,893 = 1
’ ’ o ol v
00:00 02:00 04:00 06:00 08:00 10:00 7 Accessed DigilLocker
Jan 24, 2021
%3 minutes ago ©3 minutes ago @3 minutes ago @3 minutes ago %3 minutes ago
Overall By State Today By Hour By State
2500
100k 3
s 9 % g g 2 2000
2 i s £ £
1 N 8 8 S 2
Y - & 1500
- & 8 £
5 B Y m
8 LA B 1000
H M F
Al [ 500
1000 [y 4
i i i 5 ————
o i
2 00:00 02:00 04:00 06:00 08:00 10:00
[ ] Jan 24, 2021
%3 minutes ago © 3 minutes ago
by mfg Yesterday By Time Of Day By Gender
Vaccines 2500 Vaccines
2000
1500
1000
500
00:00 06:00
W Serum Institute of India B Bharat Biotech J6n29)-202x W Female W Male M Others
%3 minutes ago @ just now © 3 minutes ago
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SYSTEM COMPONENTS voc

REAL TIME DASHBOARDS USING ANONYMIZED TELEMETRY

Ly
> I
C
)
5
—

ALL OF INDIA Madhya Pradesh
Madhya Pradesh 0 Burhanpur 0 =
Maharashtra 0 Seoni 0
Manipur 0 Alirajpur 0
Meghalaya 0 Chhindwara 0
Mizoram 0 Harda 0
Nagaland 0 Khargone 0
NCT of Delhi 0 Khandwa 0
Puducherry 0 Balaghat 0
Punjab 0 Barwani 0
Rajasthan 0 Betul 0

v -
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IN SUMMARY
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vVOC

Ability to vaccinate and certify the entire population at speed and scale in a controlled manner.

To manage the entire vaccination process by leveraging existing ecosystems and source of
funds in a unified manner

To control and manage the approved medicine, its supply, facilities, operators, geographies of
operation and the daily vaccination rate as per the supply of vaccines and the country’s priorities.

To facilitate the above using a digital backbone in a seamless, efficient, auditable and a
trustable manner, keeping choice, privacy and security in mind.

Issue a portable digitally verifiable certificate to citizens so that they can get back to work.

Obtain operational and post vaccination feedback in self-service and assisted modes

39



VOC

An open source,
global digital public good,
from the team who have built
population scale platforms

Ey3E]

i

https://divoc.egov.org.in/ 40




